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ECTC Mission

2SS LINBLINB YR SYLRsSN 2RI 8Qa
and competitive global market.

QX

G dzRSy (3

ECTC Vision

Empowering Students, Powering the Future

Introduction

What advantage doesvork-based learning offer students?

Work-based learning offers students opportunities to learn through-eaitld
experiences.

What work-based learning opportunities are offered at Emerald Coast Technical
College (ECTC)?

Work-based learning aEmerald Coast Technical College varies based on the
program in which it is offered. Please refer to the programs section forvhaded
2L NI dzy AGASa 2FFSNBR o0& 9/ ¢/ Q& LINBINIY

What is the purpose of the ECTC WeaBksed Learning Instructional Plan?

9 /| & WErkBased Learning Instructional Plan was developed to standardize and
house workbased learning instructional plans and partner agreements, where
appropriate, for all programs offered at ECTC.
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Policies and Procedures

Work-based learnings provided in order to expand and enhance student learning
with job-related experiences and to facilitate the transition from the classroom to
work.

Objectives Overview

The objectives of the Work Based Learning Program are as follows:
V ToexpandandenjaOS G KS aiddzZRSyidQa €SI NyAy3
simulate an actual worgetting.
V To help the student make the transition from school to work eaicker.
V To teach the environment afork.

Wage Compensation
ECTC students will not receive wagempensation for worlbased learning
activities. ECTC students do not receive payment for wwaded activities.

ECTC/Program Responsibilities
ECTC will use the following guidelines for wioalkked activities:

U Work-based opportunities offered by ECTC aneler the direct supervision
of an ECT(@structor.

U Work-based activities will enhance career experiences within the program
of study.

U Work-based learning will align to objectives and competencies within the
LINE 3 NI Y Q& fraOneadidA O dzf dzY

U ECTanstructors will evaluate and document webased learningctivities.

Student Responsibilities
U The student will adhere to the procedures and policies in the program
handbook and the ECTC Catalog and Studantbook.
U The student will completdocumentation, as instructed, for woikased
learningexperiences.
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Partner Agreements

Two programs, Patient Care Technician and Practical Nursing have partner
agreements. Partner agreements are included in their corresponding program
sectiors.

Evaluation/Grading

The following numeric grading scale is used in calculating grades for all students
who enroll in programs at ECTC.:

Cosmetology, Patient
Care Technician,
Pharmacy Technician,
Phlebotomy, Practical

Nursing All OtherPrograms
94 - 100 A 40 (93 -100 A 4.0
85 - 93 B 30 |84 - 92 B 3.0
77 - 84 C 20 |70 - 83 C 2.0
0- 76 F* 00 |0 - 69 F 0.0
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Programs

All ECTC programs offer a wdirksed learning component. Please refer to the
individual programs for specifics:

Heating, Ventilation, Aiconditioning/Refrigeration (HVAC/R)1
Heating, Ventilation, Aiconditioning/Refrigeration (HVAC/R)2
Applied Cybersecurity

Automotive Service Technology

Automotive Service Technology

Computer Syems & Information TechnologyCSIT)
Cosmetology

Electricity

Network Support Services

Patient Care Tectician

PharmacyTechnician

Phlebotomy

Practical Nursing

Web Application Development & Programming

Welding Technology

Welding Technologpdvanced
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ECTC WORBASED LEARNING INSTRUCTIONA

Heating, Ventilation Air-conditioning/Refrigeration (HVAC/R)1
Instructional Plan([Emerald Coast Technical College Main Campus)

Requirements:
Students in this program are required to complete the following prior to participation in

instructor supervised workased learning adtities:

V Complete Lal\ctivities
V Pass module exam associated with each course prior to completing thebaedd
activity associated with theourse.
Program Structure:
Work-based learning activities are offered in the following courses located withinkié @ NJ Y Q a
curriculum framework:

OCP Course Number Course Title
A ACRO0000 Introduction to HVAC/R
B ACR0001 HVAC/R Fundamentals
C ACRO0012 HVAC/R Service Practices

Work-based Activitieg General Information:

Setting: Activities take place &merald Coast Technical College campus.
Supervision: Program instructor possessing approprigigalifications.

Activities: Laboratory investigations that include scientific inquiry, research,
measurement, problem solving, emerging technologies, tools and
equipment, as well as, experimental, quality, and safety procedures are
an integral part of thgprogram.

Safety: Safety instruction is provided to all students. Instructor verifies students
adhere to appropriate safety measures while performinggbevices

Partner Agreements:

The program does not have any partner agreements esigmemployers.

Work Based Learning Experience
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Offsite learning opportunities aravailable however, the Work Based Learning requirements must be met.
The Work Based Learning Form wélcompleted and signed when performingdfsite projects

Emerald Coast Technical College
Diate: 22272022

Work Bazed Learning Form

Woek Basad Leaming Experence

Sindent's Participating
Schiol Emerald Coast Technical College, Main Campus
Addrazs 761 W, 20th Sireet Cify- Diefimniak Springs
Phons Number £50-892-124] sme |FL | i [ M5
Program Arsa: |
Instructor Mame:
Customer Name: FPhana:
Address E-Mail:
T . FL .
iy State: Zip
Hours Per Week:
Start and End
Diafes:
Estimated cost of project |
According to the WEL type, the sindent will abzerve, be trained and'or and complete the following tasks:
EX
4:
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Work Based Learning Form Page 2 of 2

[ Project Name | | School Year: | 2021-2022 |

THE STUDENT ACREES TO:

*  Be courteous and considerate of the employer, co-workers and others.

*  Keep the employer’s interest in mind and to be punctual, dependable and loval.

*  Monfy the emplover and the coordinator as soon as possible 1f unable to go to work and/or school

¢ Eeep such records of work expenence and wages (1f applicable) earned as required by the school and to submit them on or before
specified deadlines.

¢  Conform to the policies and regulations of the emplover and the school.

*  Maintain a satisfactory performance level on-the-job.

*  Abide by the Traimng Plan Agreement developed by the teacher, coordinator and employer.

THE INSTRUCTOR, ON BEHALF OF THE SCHOOL, AGREES TO:

*  Prepare a work-based learming Plap for the students pnior to beginning the project.

*  Fevise the Traming Plan Agreement as needed to improve the student’s work expenience.

*  Pnorto the work-based leammg expenence, prepare the student to be successful by
reviewing expectations.

*  Monitor all students performing specified tasks.

THE CUSTOMER AGEEES TO:

Pronide a clean and safe workplace for students to work.

Provide all material for the tramees to perform the tasks required to mest the NEC and local code requirements.
Provide a dmig free work environment.

Pefram from using profanity and amy language that could be interpreted as umprofessional

Explam in writing (email, drawings, text or on paper) exactly what work is to be accomplished.

PROTECTION AND SAFETY OF STUDENTS
# Students will be provided all required safety equipment (PPE) specific to the tasks the smdents will be performing.
» Staff will ensure that safety briefs are given prior to starting any work, safety briefs will be relevant to the tasks being
performed.
#» HNo student will perform work that they have not previously been trained at deing, students may shadow the instructor or other
expernenced frainees.

No work performed by the student during the scheduled class schedule will recerve any type of monetary comensation for
worl-based learning at/for this project.

Work Time & Hours
AllWEL training will be conducted during the students scheduled class time.

Walton County School District, Emerald Coast Technical College staff, students and administration accepits no
responsibility for damages, delay in schedule or accepis any binding contracts. Emerald Coast Technical College has the
right fo accept or decline any work based on the current skill level of the students. Staff will not pull any permits for any
profects that would commit the staff member to any project. Emerald Coast Technical College will pay for any material for
arty work being performed, staff will not receive any compensation for any work performed during class time, performed by
students for any reason. All donations will be made fo Emerald Coast Technical College attention fo the program
designated.

Customer Signature: 2 Date:
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ECTC WORBASED LEARNING INSTRUCTIONA

Evaluation and Grading:

The instructor evaluates all services performed by skudent. The instructor enters
student grades for services performed into the Focus student system.

Heating, Ventilation, Aif
conditioning/Refrigeratio
n (HVAC/R)1

93 - 100 A 4.0
84 - 92 B 3.0
70 - 83 C 2.0
0 - 69 F 0.0

Objectives/Competencies/Experiences Evaluated:

01.0 Demonstrate the importance of health, safety and environmental management systems in
organizations and their importance to organizational performance and reguletonpliance.

02.0 Identify, use ananaintain the tools and tool accessories used in the heating;aiditioning
and refrigerationindustry.

03.0 Demonstrate mathematics knowledge askills.

04.0 Demonstrate a practical knowledge of basic electricity and of the electrical components of
heaing, airconditioning and refrigeratioequipment.

05.0 Troubleshoot heating, aitonditioning and refrigeration electrical control systems and their
components.

06.0 Select and test electrical generation and distribution components for commercial haating
air conditioningsystems.

07.0 Maintain, test and troubleshoot electrical motors and their components for commercial heating
and airconditioningsystems.

08.0 Troubleshoot and wire electrical motors and the@mponents.

09.0 Operate soliestate eletronics as used in heating, aonditioning and refrigeratiogystems.

10.0 Evaluate singkphase and thregohase power as used in heating,-eanditioning and
refrigerationsystems.

11.0 Explain the function of basatectronics.

12.0 Describe théhistory and concepts of heating, @onditioning andefrigeration.

13.0 Explain the properties of matter and hea¢havior.

14.0 Analyze fluids, pressures, refrigerants and related codes.

15.0 Evaluate heating, aitonditioning and refrigeration systenomponents andiccessories.

16.0 Select appropriate commerciebmpressors.

17.0 Test and adjust commercial evaporata@ndensers.

18.0 Maintain, test and troubleshoot commerciavaporators.
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ECTC WORBKASED LEARNING INSTRUCTIONA

19.0 Fabricate and service the pipirtghing and fittings used in the heating, -@onditioning and
refrigerationindustry.

20.0 Identify basic principles of heating, air conditioning, refrigeration and ventilation ps@mg.

21.0 Utilize and operate mechanical refrigeration servicing sastingequipment.

22.0 Assist in the installation of a residential heating anecainditioning system and determine
start-up procedures.

23.0 Conduct stardup and checlout procedures for mechanical heating and-@inditioning
systems.

24.0 Demonstrate a working knowledge of refrigerants anild.

25.0 Conduct system startup arghutdown.

26.0 Explain the importance of employability and entrepreneurstiiis.

Documentation:
Students document activities for each werksed task. The instrtar tracks work based
activities performed by students. Woilased documentation is maintained by the
instructor. Grades are entered into the Focus studgrgtem.

Work-based Learning Activity Procedures and Grading Scale:

Grading Scale

[ HEL SR EE RS HS B B TR IHs L T

100 80 67 57 50 44 40 36 33 M 29 27 25 24 22 21 20 19 18 17 17 18 15 15 14 14 13
100 83 71 63 56 50 45 42 38 36 33 M 29 28 26 25 24 23 22 1 20 19 19 18 17 17

100 86 75 67 60 55 S0 46 437 40 38 35 33 32 30 29 27 26 25 24 23 22 21 A A

100 83 76 70 64 53 5@ 50 47 44 41 39 37 35 33 32 30 29 28 7 26 25 24 23

100 B89 80 73 B7 B2 57 53 50 47 44 42 40 38 36 35 33 32 31 30 29 B A

100 S0 82 75 B9 64 60 56 53 50 47 45 43 41 39 38 38 35 33 32 3 30

100 91 83 77 71 67 63 59 56 53 50 48 45 43 42 40 38 37 3\ M B

100 92 85 79 73 63 B5 61 58 S5 52 50 46 46 44 42 41 39 38 I;

-y 100 92 86 80 75 71 67 63 60 57 S5 52 SO 48 45 44 43 41 40
c B 100 93 87 81 76 72 68 65 62 59 57 54 52 S0 48 46 45 43
s 100 93 8 82 78 74 70 67 64 61 S8 S5 54 52 S0 48 47
= 100 94 63 83 79 75 71 68 65 63 60 58 56 54 52 S0
2 100 94 83 84 60 76 73 70 67 64 62 59 57 55 53
s 100 94 83 65 81 77 74 71 68 65 63 € §9 &
z 100 95 90 & 82 78 75 72 63 67 64 B2 60
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PERFORMANCE PROFILE SHEET

Craft: HVAC Level One
Module Eight: 03104-13 Y
Module Title: Soldering and Brazing NCCER Training

TRAINEE NAME: _ 7/ (5] S‘/»ug S

TRAINING PROGRAM SPONSOR:

INSTRUCTOR:

Rating Levels: (1) Passed: performed task (2) Failed: did not perform task
Be sure to list the date the testing for each task was completed.

Recognition: When testing for the NCCER Training Program, record performance testing resuits on
Training Report Form 200, and submit the results to your Training Program Sponsor.

OBJECTIVE TASK RAma] pam [ ST | Mo
1. Properly set up and shut down _ —
& oxyacetylene equipment. ( Z, /Z7z| 3.5¢ q'¢s

2. Properly set up and shut down an ¥ , s
1 acetylene single tank. ' 247 24 3’50 | {yg

3. Properly prep and safely solder copper /
1 tubing in various planes, using various
fittings.

7,12,27 :)”S_O L/r‘qg

tubing using various fitings.

2 4. Properly prep and safely braze copper / Z-/Z 77 3.'57) 4/'; VS"

Copyright © 2013 NCCER. Permission is granted to reproduce this page provided that copies are for local use only and that
each copy contains this notice.

HVAC LEVEL ONE — MODULE 03104-13 PERFORMANCE PROFILE
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Heating, Ventilation, Airconditioning/Refrigeration (HVAC/R)2
Instructional Plan([Emerald Coast Technical College Main Campus)

Requirements:
Students in this program are required to complete the following prigoddicipation in

instructor supervised workased learning activities:
V Complete Lal\ctivities
V Pass module exam associated with each course prior to completing thebaedd
activity associated with theourse.
Program Structure:
Workbasedt SI Ny Ay 3 I OQGAGAGASA I NB 2FFSNBR Ay (@(KS
curriculum framework:

OCP Course Number Course Title
A ACRO0013 HVAC/R Intermediate Service Practices
B ACR0044 HVAC/R Advanced Service Practices

Work-basedActivities¢ General Information:

Setting: Work-based activities are performed on campus.

Supervision: Program instructor possessing approprigtelifications.

Activities: Laboratory investigations that include scientific inquiry, research,
measurement, poblem solving, emerging technologies, tools and
equipment, as well as, experimental, quality, and safety procecanes
an integral part of thgprogram.

Safety: Safety instruction is provided to all students. Instructor verifies students
adhere toappropriate safety measures while performing gervices.

Evaluation and Grading:
The instructor evaluates all services performed by the student. The instructor enters student
grades for services performed into the Focus student system.

Heating,Ventilation, Air-
conditioning/Refrigeratio
n (HVAC/R)2

93 - 100 A 4.0
84 - 92 B 3.0
70 - 83 C 2.0
0 - 69 F 0.0
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Objectives/Competencies/Experiences Evaluated:

01.0
02.0

03.0
04.0
05.0
06.0
07.0
08.0
09.0
10.0
11.0

12.0
13.0
14.0
15.0
16.0
17.0
18.0
19.0
20.0
21.0
22.0
23.0
24.0
25.0

26.0
27.0
28.0
29.0
30.0
31.0
32.0

Use combustioftlype heating servicing and testieguipment.

Troubleshoot combustion gas valves and regulators as used in heatiegnditioning,
refrigeration and ventilatiorsystems.

Maintain, troubleshoot and repair commercial heatsgstems.

Explain how to install, maintain amepair heating, akconditioning and refrigeratioaystems.
Demonstrate knowledge of retail refrigeratiegstems.

Demonstrate knowledge of commercial and industrial refrigerasigstems.

Develop an understanding of hydrorsgstems.

Determine the properties oair.

Use a pressure enthalpy chart to diagram refrigeicyules.

Explain the standards for and ways to measure ingmpguality.

(Optional) Identify and understand pneumatic control systems for commercial lgeatid air
conditioningapplications.

Develop an understanding of chillsgstems.

(Optional) Maintain and repair thermal storaggstems.

Read constructiodocuments.

Interpret, use and modify construction drawings apcifications.

Design heating and coolisgstems.

Troubleshoot and repair commercial heating andaanditioningsystems.

Calculate commercial heating and-aonditioningloads.

Install air distributiorsystems.

Evaluate commarial airsidesystems.

Balance an air distributiosystem.

Select energy conservati@yuipment.

Analyze building managemesystems.

Recommend alternative heating and cooling systems for variousstiadies.
Demonstrate avorking knowledge of electrical generation and distribution components for
commercial heating and air conditionisgstems.

Demonstrate a working knowledge of refrigeratieystem vibration andhsulation.
Apply commercial refrigeratiopipe siang and troubleshootingrocedures.

Use refrigeratiorsystems skills in commercial applications.

Demonstrate a working knowledge of refrigerated storagstems.

Diagnose, maintain and repair iogakingsystems.

Use refrigeration electcalsystem skills in commerciapplications.

Maintain and troubleshoot commercial refrigeratiggstems.

Partner Agreements:

The program does not have any partner agreements esimemployers.
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Work Based Learning Experience

Offsitelearning opportunities are available; however, the Work Based Learning requirements must be met.
The Work Based Learning Form will be completed and signed when performing all offsite projects.

Emerald Coast Technical College

Date: 222/2022
Woerk Bazed Learning Form
Work Based Leaming Experence

Student's Participating

School Emerald Coast Technical College, Main Campus

Address: 761 N. 20th Street City: | Defuniak Springs

Phone Number £50-892-1241 sae |[FL [ zp [ 385
Program Arsa |

Instructor Name

Customer Name: Phone:

Address: E-Mail:

City: State: Fl Zip: |

Hours Per Week:
Start and End
Dates:

Estimated cost of project| ¢

According to the WBL type. the student will observe, be trained and/'or and complete the following tasks:
1:

3

4:
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| Work Based Learning Form Page 2 of 2 [
| Project Name | | School Year: | 2021-2022 I

THE STUDENT AGREES TO:

Be courteous and considerate of the employer, co-workers and others.

Keep the employer’s interest in mind and to be punctual, dependable and loyal.

Notify the employer and the di as soon as possible 1f unable to go to work and/or school

Keep such rds of work exp e and wages (1f applicable) earned as required by the school and to submit them on or before
specified deadlines.

Conform to the policies and regulations of the employer and the school.

*  Maintain a satisfactory performance level on-the-job.

*  Abide by the Trammng Plan Agreement developed by the teacher, coordinator and employer.

THE INSTRUCTOR, ON BEHALF OF THE SCHOOL, AGREES TO:

*  Prepare a work-based | Plan for the stud pnor to b the project.

* Revise the Traming Plan Agr as needed to improve the student’s work expenence.

*  Pnor to the work-based k D prepare the student to be ful by
reviewing expectations.

*  Monitor all students performing specified tasks.

THE CUSTOMER AGREES TO:
¢ Provide a clean and safe workplace for students to work.
¢ Provide all matenial for the trainees to perform the tasks required to meet the NEC and local code requirements.
* Provide a drug free work environment.
* Refram from using profanity and any language that could be interpreted as unprofessional.
¢ Explam in wnting (email, drawings, text or on paper) exactly what work is to be accomplished.

PROTECTION AND SAFETY OF STUDENTS
e Students will be provided all required safety equipment (PPE) specific to the tasks the students will be performing.
o Staff will ensure that safety bniefs are given prior to staring any work, safety briefs will be relevant to the tasks bemng
performed.
e No student will perform work that they have not previously been trained at doing, stud may shadow the tor or other
expenenced frainees.

No work performed by the student during the scheduled class schedule will receive any type of monetary comensation for
work-based leaming at/for this project.

Work Time & Hours
All WBL training will be conducted durning the students scheduled class time.

Walton County School District, Emerald Coast Technical College staff, students and administration accepts no
responsibility for damages, delay in schedule or accepts any binding contracts. Emerald Coast Technical College has the
right to accept or decline any work based on the current skill level of the students. Staff will not pull any permits for any
projects that would commit the staff member to any project. Emerald Coast Technical College will pay for any material for
any work being performed, staff will not receive any compensation for any work performed during class time, performed by
students for any reason. All donations will be made to Emerald Coast Technical College attention to the program
designated.

Customer Signature: 2 Date:

Documentation:
Students documenactivities for each worbased task. The instructor tracks webkased
activities performed by students. Wolkased documentation is maintained by the
instructor. Grades are entered into the Focus studgygtem.
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ECTC WORBKASED LEARNING INSTRUCTIONA

Work-based Activity Procedas:

Performance Profile Sheet (Page 1 of 1) NCCER Training
Craft: HVAC Level 3
Module: 0331313

Module Title: Fasteners, Hardware, and Wiring Terminations
TRAINEE NAME: T/’luie( @/ﬁ/ﬂfﬁsvﬁfé&

TRAINEE PROGRAM SPONSOR: H I‘ﬂ f —

wstructor:  _ JEFE  fFalivert

Rating Levels: (1) Passed: performed task (2) Failed: did not perform task
Also, list the date for testing for each task was completed.

When testing for the NCCER Training Program, be sure to record Performance testing resuits on

Recognition:
Training Report Form 200, and submit the results to the Training Program Sponsor.
START
OBJECTIVE TASK RATING DATE END TIME
TIME
1 Torque threaded hardware to a ) e 7{‘ / 5—-
specific torque value. 5 - 4 -2y b/ )
Select the appropriate drill bit and
1 install an anchor in brick or concrete
block. P
3 Terminate line- and low-voltage ( V \/ \/
wiring on a compressor contactor.

Copyright © 2013 NCCER. Permission is granted to reproduce this page provided that copies are for local use only and that each copy

contains this notice.
HVAC LEVEL THREE-MODULE 03313-13 PERFORMANCE PROFILE
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Number Correct

Grading Scale

—

BRATBEUG

% B M 2/ 27 B 24 22N 1
45 42 38 36 33 M 289 28 26 25
55 50 46 437 40 38 35 33 32 30
64 53 54 50 47 44 41 33 37 35
73 B7 B2 57 53 S0 47 44 42 40
82 75 69 64 60 S5 53 S50 47 45
M & 77 71 67 B3 59 56 53 S0
100 92 85 78 73 B9 65 61 58 55
100 92 86 80 75 71 67 63 60
100 93 87 8 76 72 68 65

100 93 68 82 78 74 70

100 94 63 83 79 75

100 84 83 84 €0

100 84 83 &5

100 85 <0

100 85

100

100

100

21 28 29 )

& & % .3

I 1T

1 11 10 10
15 15 14 14 13
19 18 18 17 17
23 2 21 2 20
7 % 25 U B
3 30 29 B A
3% 33 32 3 30
B/ 7 W UDB
2 4 39 B I
45 44 43 41 40
50 48 45 45 43
S4 52 50 48 47
58 56 54 52 50
62 59 57 55 83
65 853 61 9 &
69 67 64 62 60
73 70 68 &6 63
7 74 T 69 67
8 78 75 72 70

85 81 78 76 73

100 96 93 80 &7
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Applied Cybersecurity Instructional PlgEmerald Coast Technical College Main
Campus)

Requirements:
Students in this program are required to complete the following prior to participation in
instructor supervised workased learning activities:

Complete Safety Lab Activities

Differentiate between various types ofalware

Experience using a variety of malwammovalprograms

Successfully complete Data Recolab

Successfully complete Recuvab

Pass Replace HaitiveActivity

Program Structure:

Worko @SR t SFEFNYAYy3 | OGABAGASE INB 2FFSNBR Ay (K
curriculum framework:

Course Number Course Title

CTS0018 Cybersecurity Associate

<K<K KL

CTS0019 Information SecuritfManager

Work-based Activitieg General Information:
Setting: Work-based activities are performed on campus.

Supervision: Program instructor possessing approprigtelifications.

Activities: Perform malware removal, harden computer systems, penetration
testing, datarecovery.

Safety: Safety instruction is provided to all students. Instructor verifies students
adhere to appropriate safety measures while performinggbevices.

Payment: Students do not receive wages/compensation for servieziormed.
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Evaluation and Grading:

The instructor evaluates all services performed by the student. The instructor enters
student grades for services performed into the Focus student system.

Applied Cybersecurity

93 - 100 A 4.0
84 - 92 B 3.0
70 - 83 C 2.0
0O - 69 F 0.0

Objectives/Competencies/Experiences Evaluated:

Course Number: CTS0018

Occupational Completion Point: A

Cybersecurity Associatg500 Hours; SOC Code 15122
010 Demongrate knowledge, skill, andapplication of computer systems. The student will be
able to:

01.01 Describe and use current and emerging computer technology and software
perform personal and business related tasks.

01.02 Describe the types of communications and networking systesesl invorkplace
environments.

01.03 Locate and use software application reference materials such dia®hnelp,
vendor bulletin boards, tutorials, and manuals.

01.04 Troubleshoot problems with computer hardwgperipherals.

Course NumbelCTS0019

Occupational Completion Point: B

Information Security Managerl50 Hours; SOC Code 15122
61.0 Demonstrate proficiencyin the essentid elements of forendgc andysis. ©The student will
be able to:

61.01 Describe the four phases fifrensic analysis and discuss the activitiesormed
in each phase.

61.02 Describe the forensic and evidentiary considerations wihetiermining
containment.
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61.03 Describe the types and sources of data collected for forearstysis.

61.04 Explain the various forms of data and associated collection/retrieval tootkseor
application transport, IP, and link layers.

61.05 Explain the processes by which data is collectedifiatysis.

61.06 Describe the role of systesvent logs in dataollection.

61.07 Describe the role of the process log in datdlection.

61.08 Describe the processes associated with preserving evidence collecteddiosic
purposes.

61.09 Describe how the chain of custody canrbaintained for evidenceollected
during a forensic analysis effort.

Partner Agreements:
The program does not have any partner agreements esigmemployers.

Documentation:
Instructor tracks services performed by students on a daily basis. Students document
services performed on the Work Order Form. The form is submitted electronically to
the instructor via Edmodo. Documentation of completed work orders is maintained by
the instructor. Grades are entered into the Focus student system.
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Applied Cybersecurity Work Order Form:
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